
Cyber Law  

& Ethics 



Computer Ethic 

• Deborah Johnson (1985) said that computer ethics studies the way in which 
computers pose new versions of standard moral problems and moral dilemmas, 
exacerbating the old problems, and forcing us to apply ordinary moral norms in 
uncharted realms. 



The Ten Commandment of Computer 
Ethics 

• Thou shalt not use a computer to harm other people. 

• Thou shalt not interfere with other people's computer work. 

• Thou shalt not snoop around in other people's computer files. 

•  Thou shalt not use a computer to steal. 

• Thou shalt not use a computer to false witness. 



The Ten Commandment of Computer 
Ethics (Cont.) 

• Thou shalt not copy or use proprietary software for which you have not paid. 

•  Thou shalt not use other people's computer resources without authorization or 
proper compensation. 

• Thou shalt not appropriate other people's intellectual output. 

•  Thou shalt think about the social consequences of the program you are writing or 
the system you are designing. 

• Thou shalt always use a computer in ways that ensure consideration and respect 
for your fellow humans. 
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What is Intellectual Property? 
 

  Intellectual property is the area of law that deals with protecting the rights 
of those who create original works. It covers everything from original plays and 
novels to inventions and company identification marks. The purpose of intellectual 
property laws are to encourage new technologies, artistic expressions and 
inventions while promoting economic growth.  

 

  There are three main mechanisms for protecting intellectual property in the 
United States: copyrights, patents and trademarks. 

 



Copyrights  
 

 Copyrights protect the expressive arts. They give owners exclusive rights to 
reproduce their work, publicly display or perform their work, and create derivative 
works. Additionally, owners are given economic rights to financially benefit from their 
work and prohibit others from doing so without their permission. It is important to 
realize that copyrights do not protect ideas, only how they're expressed. 



Copyleft 

  Copyleft is a form of and can be used to maintain copyright 
conditions for works such as computer software, documents, and art. In 
general, copyright law is used by an author to prohibit recipients from 
reproducing, adapting, or distributing copies of the work. In contrast, 
under copyleft, an author may give every person who receives a copy of a 
work permission to reproduce, adapt or distribute it and require that any 
resulting copies or adaptations are also bound by the same licensing 
agreement. 



Patents 
 

Patents protect an invention from being made, sold or used by others for a certain 
period of time. There are three different types of patents in the United States: 

• Utility Patents - these patents protect inventions that have a specific function, 
including things like chemicals, machines, and technology. 

• Design Patents - these patents protect the unique way a manufactured object 
appears. 

• Plant Patents - these patents protect plant varieties that are asexually 
reproduced, including hybrids. 

 



Patent holder for tempe is Japan not Indonesia? Why? 



Trademarks 
 

 Trademarks protect the names and identifying marks of products and 

companies. The purpose of trademarks is to make it easy for consumers to distinguish 
competitors from each other. Trademarks are automatically assumed once a business 
begins using a certain mark to identify its company, and may use the symbol TM 
without filing their symbol or name with the government. 

 



What is the difference?? 



How about this? 

Famous Brand Plagiarism 



Creative Common 

  A Creative Commons (CC) license is one of several public 

copyright that enable the free distribution of an otherwise 
copyrighted work. A CC license is used when an author wants 
to give people the right to share, use and build upon a work 
that they have created. 



Propietary VS Non-propietary 

  Propietary is computer software licensed under exclusive legal right of the 
copyright holder with the intent that the licensee is given the right to use the 
software only under certain conditions, and restricted from other uses, such as 
modification, sharing, studying, redistribution, or reverse engineering. Usually 
the source code of proprietary software is not made available. 

Eg : Microsoft Windows, MacOS 

  Non-propietary : 

• Free 

• Open Source 

• GNU General Public License 



Case 

• Coins for Prita 

 

 

 

 

 



• Dian & Rendy: Ipad seller jailed  

(no Indonesian manual instructions notes!)  

 



hacking 

• White hat / black hat 

• Cracker vs hacker? 

• Sertifikasi untuk hacker – CEH  

• Megaupload (kim dot com) 

• Wikileaks (julian assange) 

• NSA hacking social media (Jack Snowden) 



Hacking 

• A white hat hacker is a computer 
security specialist who breaks into 
protected systems and networks to 
test and asses their security. White hat 
hackers use their skills to improve 
security by exposing vulnerabilities 
before malicious hackers (known as 
black hat hackers) can detect and 
exploit them. Although the methods 
used are similar, if not identical, to 
those employed by malicious hackers, 
white hat hackers have permission to 
employ them against the organization 
that has hired them. 



Black Hat 

  A black hat hacker is a person 
who attempts to find computer 
security vulnerabilities and exploit 
them for personal financial gain or 
other malicious reasons. This 
differs from white hat hackers, 
which are security specialists 
employed to use hacking methods 
to find security flaws that black hat 
hackers may exploit. 



Hacker VS Cracker 

• Hacking is unauthorized intrusion into a computer or a network. 
The person engaged in hacking activities is generally referred to as a 
hacker. This hacker may alter system or security features to 
accomplish a goal that differs from the original purpose. 

 

• A crack is a methodology for breaking into a secured computer system. It 
was coined in the 1980s by hackers who wanted to disassociate 
themselves from the more malicious practices carried out by hackers. A 
cracker’s sole purpose is to break into a system, gaining fulfillment from 
being able to “crack” the system's security shield. Real hackers go beyond 
just opening up a system. They go inside the system to gain knowledge 

and information for malicious intent, playful pranks and profiteering.  
 



Certiffication for hacker 

• CEH - Certified Ethical Hacking 

 



Megaupload 

• Kim dotcom 



Wikileaks 

• Julian Assange 



NSA hacking social media 

• Jack Snowden 


